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Bioterrorism

is it mother Nature…

 …or have we been slimed?

those who become ill might also seek care from 
different health care providers or otherwise 
travel to different locations before they become 
ill and seek medical care, and similarly be 
unrecognized to public health authorities. So it is 

useful for healthcare providers and emergency responders 
to be aware of potential clues indicative of an unusual 
event. Although such clues may also occur with natural 
outbreaks and do not necessarily signal a biological attack, 
they should at least heighten the suspicion that something 
out of the ordinary may have occurred. 

A bioterrorist attack might cause 
casualties and go unrecognized as an 

intentional event. This could occur if the 
biological agent used in the bio-attack is 

also a cause of a disease that was 
common within the affected community, 

or otherwise mimics that illness. 

Zygmunt F. Dembek provides 11 ways  
to distinguish a bioterrorist attack from a natural epidemic

11 CLUes: is it deLiBerate or NatUraL? 
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a highly unusual event with  
a large number of casualties. 

Although the thought of bioterrorism 
may elicit images of massive numbers 
of casualties, this may or may not 
actually happen with an actual 
bio-attack. History is replete with 
examples of naturally spreading 
illness that have caused substantial 
casualties (e.g. plague during  
the Middle Ages), and also with 
bioterrorism events that have resulted 
in few or no casualties (mostly  
failed attempts). Nevertheless, large 
outbreaks should receive particular 
attention from healthcare providers 
and public health officials, should no 
plausible natural explanation for the 
cause of the infection present itself.
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Higher morbidity or  
mortality than is expected

If clinicians in a locale find a disease 
in their patients which results in a 
higher illness or death rate than 
typical for that specific illness, this 
could indicate bioterrorism. A highly 
skilled perpetrator may have modified 
a biological agent to cause greater  
virulence, or have developed antibiotic 
resistance in an organism normally 
sensitive to antibiotics. Additionally, 
patients could have been exposed to  
a higher inoculum than they would 
normally receive through natural 
spread of the agent, thus causing 
higher morbidity or mortality.
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rare illness

Many infectious diseases have  
predictable population and infectivity 
distributions based on environment, 
host, and vector factors. Unnatural 

animal die-off may indicate a  
biological agent release that might  
also infect humans. During the 1999 
West Nile virus outbreak in New York 
City, local crows, along with exotic 
birds at the Bronx Zoo, developed  
fatal illness, caused by infection with 
this novel virus.
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reverse or simultaneous 
spread

Zoonotic illnesses (passed from 
animals to people) exhibit a typical 
pattern: an epidemic first occurs 
among a susceptible animal popula-
tion, followed by cases of human 
illness. With anthrax disease, ill 
animals should be identifiable before 

disease spread might also 
occur if an illness and its 
subsequent outbreak is 
uncommon to a geographical 
area. Concern should be 
heightened if the naturally 
occurring disease requires a vector 
for spread and that specific vector is 
missing. Such an occurrence might 
indicate aerial spread of a biological 
agent. 

An example of a natural outbreak 
that occurred in a new geographical 
location is the 1999 West Nile virus  
in New York City, where that virus  
had not previously been found in the 
Americas, and was transmitted by a 
different mosquito species than that 
commonly found in Africa, Asia, and 
the Middle East.
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Point source outbreak

For any outbreak, it is useful to 
portray the epidemic curve so as to 
illustrate the timeline when illness 
occurred. This can help to demonstrate 
whether individuals were exposed 
simultaneously from a single source  
or over time, and whether the illness 
had spread from person to person.  
A bioterrorism incident would likely 
demonstrate a point source outbreak 
curve since those ill had been exposed 
at a similar point in time. The typical 
point source outbreak curve has a 
rapid rise in cases, a brief plateau,  
and then an acute drop.
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multiple epidemics

What would prevent a terrorist  
from releasing a biological agent  
at different locations? Should  
simultaneous epidemics occur at 
different locations, an unnatural 
source must be considered. A release 

of a mixture of biological organisms 
causing different disease incubation 
periods could also be carried out. Such 
an event would likely cause serial 
outbreaks of different diseases in the 
same population.
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Lower attack rates in those 
having respiratory protection

This clue applies especially to emer-
gency response or military personnel. 
Should these individuals wear respira-
tory protection, such as high-efficiency 
particulate air (HEPA)-filtered masks, 
mission-oriented protective posture 
(MOPP) gear, or otherwise work in a 
HEPA-filtered environment such as a 
tent, they should be observed for lower 
rates of illness and compared with 
nearby groups that were not similarly 
protected. Such an occurrence could 
indicate that an aerosolized biological 
agent had been released nearby.
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dead animals

Animals have been used throughout 
history as a harbinger of human 
disease. The historic use of canaries  
in mines to detect the presence of toxic 
gases is well known. Furthermore, 
many of the biological agents that 
could be used for bioterrorism  
purposes also cause zoonotic illness, 
and are naturally transmitted from  
diseased animals to people. A local 

anthrax cases resulting from work in a 
woollen mill or in someone handling 
diseased animal skins, or in illicit 
heroin shipments wrapped in goat and 
other animal skins, as has occurred 
during the last decade in both the UK 
and the US. Such logic may also be 
applied to cases resulting from a 
disease such as plague, where the 
majority of naturally occurring cases 
are of the bubonic, and not the 
pneumonic, case presentation.
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downwind plume pattern  
of illness

The geographic locations of cases  
can be plotted on a geographic map  
or grid. If those cases are found by 
retrospective analysis to have been 
clustered in a downwind pattern, an 
aerosol release may have occurred. 
This was discovered to have occurred 
during the 1979 Sverdlovsk anthrax 
outbreak. When the locations of cases 
were mapped out, it helped investiga-
tors to determine that the anthrax 
cases were caused by an aerosol 
release of anthrax spores from the 
biological weapons facility, rather than 
from a contaminated food source (as 
was initially claimed by authorities).
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direct evidence

This clue may be the most obvious and 
perhaps the most useful. Determining 
the intentional cause of illnesses is 
straightforward if a perpetrator leaves 
direct evidence of a biological attack. 
Such evidence could be a letter filled 
with anthrax spores, a spray device or 
another vehicle from which a biological 
agent was spread, or verified claims by 
those having conducted a biological 
attack. In this instance, it would be 
quite useful to compare physical 
samples taken from any device 
discovered after a biological attack with 
the clinical samples obtained from 

victims so as to verify that they are  
the same organism. At present, such 
claims can be verified by appropriate 
laboratory analysis as to the genetic 
‘fingerprint’ of the microorganism. 

One such example was the  
salmonellosis outbreak that sickened 
over 700 people in Oregon in 1984, and 
was later tied to a cult (Rajneeshees) 
that had deliberately sprayed cultures 
of Salmonella typhimurium on area 
restaurant salad bars. The culture from 
which the bacterium was grown was 
later discovered upon a legal search of 
the cult’s premises.

These epidemiological clues to a 
deliberate bio-attack, when combined 
with robust disease surveillance, 
should prove useful in determining  
if a deliberate outbreak has occurred.  
Such useful information, when arrived 
at quickly, is especially important to 
public authorities conducting the 
disease investigation, and also to 
coordinate the crisis and consequence 
management of a bioterrorism event. zy

cutaneous disease occurs in workers 
processing the animals or before 
gastrointestinal disease in people who 
may have eaten meat from the infected 
animals.

Following the accidental release  
of weaponized B. anthracis spores  
from a biological weapons facility in 
Sverdlovsk in the former USSR in 1979, 
an outbreak occurred simultaneously 
with animals and people. Should 
human disease be recognized to 
precede animal disease, or if human 
and animal disease occurs simultane-
ously, then an unnatural disease 
spread should be considered.

9
 

Unusual disease  
manifestation

Over 95% of worldwide anthrax cases 
are cutaneous illness. Therefore, a 
single case of pulmonary anthrax 
should be considered highly suspicious 
as the result of bioterrorism, until 
proven otherwise. The rare exception 
would be pulmonary (or cutaneous) 

Col (Ret) Zygmunt F. Dembek, PhD, MS, 
MPH has researched, written and taught 
on biopreparedness for more than  
30 years and was recently awarded a 
doctorate in humane letters by Hood 
College for his contributions to military 
medicine and public health. 
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The Francisella tularensis 
bacterium is the causative 

agent of the zoonotic disease 
tularemia and a potential 

bioterrorism agent.

A CDC microbiologist wears a self-contained, 
positively pressurized protective suit in a 

Biosafety Level 4 virus laboratory. 

This woman with an anthrax lesion on her 
cheek was employed in a goat-hair processing 
mill, which would indicate a naturally 
occurring infection, not a bioterrorist source.

This chest radiograph shows a widened mediastinum 
due to inhalation anthrax, taken shortly before death. 

This photo depicts a man who had 
contracted smallpox, displays a 

characteristic maculopapular rash, with 
involvement of face and chest.

The hands and feet of  
a man who had been 
infected by the plague 
bacterium after having 
come into contact with 
infected animals. 

Maps such as this one are integral to 
epidemiology - in this case, for the 
eradication of smallpox. 


