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in the United States biosurveillance began in earnest 
during the late 1990s, through the increasing desire  
by state and federal health officials to 
use readily available electronic data  
to enhance existing passive disease 

surveillance methods, and to attempt to 
fully co-ordinate and share this data. 
Although some of these early efforts were 
productive in discovering both individual 
cases of disease and disease outbreaks that 
may not have otherwise been recognized, 
the use of best practices in biological agent 
and disease detection, along with the overall 
coordination of this surveillance, remained 
incomplete. 

The events of 9/11 put an immediate and 
continuing pressure upon the government  
to attempt to solve these considerable 
problems. Given the varied success of  

Timely and accurate biological pathogen and disease surveillance - the monitoring of health data to discover  
and manage disease outbreaks - is crucial to modern civilization. A potentially deadly international influenza or 
SARS-like pandemic could disrupt the health and well-being of millions worldwide. Therefore, our societies need  
to invest in the best biosurveillance systems attainable. Where are we with respect to attaining this goal now?

these efforts, it is worth reviewing the different types of 
biosurveillance systems now in use.

Detection & identification
Key overall categories of biosurveillance 
include pathogen and disease detection, 
and confirmatory identification. Disease 
detection through individual illness 
reporting is a time-honoured method of  
the public health response to an outbreak. 
This is traditionally accomplished via a 
physician’s diagnosis of illness (clinical 
identification), or a clinical laboratory 
pathogen finding from a clinical specimen 
collected from an ill patient (laboratory 
confirmation). 

National data collection efforts have 
enhanced both the positive characterization 
and speed of reporting of clinical laboratory 
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findings, through the national Laboratory Response Network 
(LRN). And it is generally considered that particular funding 
that was used to build and support early-onset clinical  
pathogen identification capacities in state and regional  
reference laboratories was well spent. This can now characterize 
a deadly pathogen prior to absolute confirmation by national 
laboratories - the Centers for Disease Control and Prevention 
(CDC) and the US Army Medical Research Institute of Infectious 
Diseases (USAMRIID).

rapid intervention
The National Notifiable Disease Surveillance System (NNDSS)  
is a public health disease surveillance system that collects, 
analyses, interprets, and disseminates health-related data for 
diseases and conditions designated as nationally notifiable. A 
key component of the NNDSS is the National Electronic Disease 
Surveillance System (NEDSS), providing integrated and secure 
data transmission capabilities to participating states and the 
federal government. This is important since traditional methods 

of disease notification, via the surface mail and telephone,  
can be much too slow for responding to an outbreak of an 
especially deadly pathogen, whether deliberate (such as an 
anthrax attack), or natural (such as a highly pathogenic 
pandemic influenza strain).

The sooner that public health identification (case and case 
contact information) is determined and medical intervention 
(medical and pharmaceutical treatments) can be applied to 
those potentially exposed to an especially deadly pathogen,  
the lesser the impact of that disease upon a population. This  
is illustrated in the graph on page 76.

The ideal intervention time for a medical response is as 
rapidly as possible after an exposure to a deadly biological 
agent occurs. “Time is of the essence” can become a medical 
reality if, for example, persons were exposed to an infective 
dose of pneumonic plague, and then placed on pharmaceutical 
prophylaxis and provided medical treatment prior to displaying 
evident symptoms. With this deadly disease in particular, by 
the time that an infected individual displays pneumonic plague 
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national strategy for 
Biosurveillance

Earlier this year, President Barack Obama signed 
off on a National Strategy for Biosurveillance  

to guide the implementation and co-ordination 
of US biosurveillance efforts. Among the core 

functions of this Strategy are to scan and 
discern the environment, and to identify and 

integrate essential information. Although these 
functions can be broadly interpreted, they also 

relate directly to the environmental detection of 
pathogens (BioWatch), and the data integration 
that occurs through public health-relevant data 

collection and data mining (BioSense and 
BioPhusion).
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24-27 September 2013 - Le Méridien, Kuala Lumpur, Malaysia

IB Consultancy is proud to announce Asia’s premier CBRNe event, The Non-Conventional 
Threat: CBRNe Asia 2013, which will take place on the 24 to 27 September 2013, in Kuala 
Lumpur, Malaysia. Building on the highly successful 2012 conference, exhibition and 
CBRN demonstration, NCT: CBRNe Asia 2013, will expand its scope by including focused 
interactive training-workshops, live product demonstrations and the NCT CBRNe Awards. 
The conference is being organized in conjunction with the National Defence University of 
Malaysia.

NCT: CBRNe Asia 2013 highlights

n 2 days of Conference with high-level speakers from the region, stream  
    sessions, interactive workshops and a large exhibition of 40 booths
n 400 attendees, delegations and speakers from over 40 countries
n Demonstration of Malaysian capabilities
n The NCT CBRNe Awards
n Full day of specialised CBRNe training

4 Day Agenda Snapshot

Day 1 Demonstration and icebreaker 
reception,24th September
Malaysian Army CBRNe Capability
Demonstration followed by the icebreaker 
reception at the rooftop of the Aloft 
Hotel.

Day 2 Conference, exhibition and dinner,
25th September
Plenary session in the morning followed 
by simultaneous stream sessions and 
workshops in the afternoon. End of 
day two marks the NCT CBRNe Awards 
Dinner.

Event Partner:          Venue Partner:

Sponsored by:

Day 3 Conference, exhibition and reception, 
26th September
Streams and workshops simultaneously in 
the morning followed by a closing plenary 
session and reception.

Day 4 Training sessions,
27th September
All day training sessions (not included in 
standard delegate fee).

www.cbrneasia.com
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symptoms of coughing up bloody sputum, that person is a  
‘dead man walking’, with a systemic infection that is past the 
point of medical intervention.

Watching BioWatch
Unfortunately, increasing sophistication and access to 
electronic data and analysis has not decreased criticisms  
of environmental pathogen biosurveillance systems such  
as BioWatch. Misidentification errors with subsequent 
unnecessary public alarms have been widely publicised. 
Examples abound, including the September 2005 
identification of tularemia by six Department of Homeland 
Security (DHS) Biowatch sensors on the national mall in 
Washington, D.C., where local health officials were notified  
of the event four to five days later by the CDC, and not by the 
DHS, who owns and deploys the BioWatch detectors. More 
recently, additional false positive alerts received in 2010 by 
Maryland state health officials from Biowatch detectors that 
they were unaware had even been placed in their state by  
DHS! Interestingly, DHS does not consider these results to be 
‘false positives’, as they claim that pathogen DNA was actually 
detected on those occasions, although no public health alerts 
were ever made as a result.

Government officials have been understandably reluctant  
to divest themselves of such a resource as BioWatch, due to 
their hope that it will provide a pre-disease onset detection 
capability in a population. However, the concerted efforts to 
develop and improve upon disease detection may actually  
have decreased the time frame for pathogen detection by  
other population-based disease detection systems – notably 
from syndromic disease surveillance: that is, identification  
of disease based upon its early symptom onset - to the point 
that perhaps one day this method may even supplant an 
environmental monitor such as BioWatch. 

syndromic signals
The growth of syndromic disease surveillance presents a 
potential solution towards the need for a rapid response 
biosurveillance capability. Simply put, rather than wait for 
patients to exhibit full-blown symptoms required for clinical 
diagnosis, or for clinical laboratory confirmation of a pathogen 
from clinical specimens - both of which could occur days after 
an exposure to a biological agent - a syndromic surveillance 

system capitalizes on the earliest symptoms recordable 
following such an exposure. 

Many types of syndromic systems exist, including hospital-
based reporting, ambulance calls, pharmaceutical reporting, 
Internet-based data queries, and data mining. And if collected 
from a large group of individuals - such as might occur with  
a biological release at a mass gathering event – health officials 
could then act that much more rapidly, being notified by  
means of a larger syndromic ‘signal’ about such an event. 

Biosense and BioPHusion
BioSense is an electronic public health information system  
that allows state health agencies and the CDC to quickly share 
information with each other such that the end-users have 
real-time information about any health condition anywhere  
in the country. BioPHusion is the CDC effort to incorporate  
all information available from multiple disparate data sources  
to provide a national and global public health situational 
awareness. It includes every data source mentioned in this 
article, along with myriad others, in the effort to provide  
our nation’s public health and political leaders with the  
best information available to understand and control  
disease outbreaks. 

So let’s now attempt to answer the question that we  
started with – where are we with respect to attaining the  
best biosurveillance system possible? We’re a lot closer to 
getting there now than we were a decade ago. But, we certainly 
can’t rest on our laurels. We will need to continue to develop 
and integrate disease surveillance systems to alert us to the 
possibility of exposure to a deadly pathogen that can disrupt 
society. And we will somehow need to find ways to transfer  
this technology to resource-poor countries – precisely those 
places from which a deadly pathogen such as a new pandemic 
influenza strain or SARS may initiate and/or spread. We’re 
getting there, but in the meantime, both Mother Nature and 
would-be bioterrorists are holding the countdown stopwatch, 
and they aren’t waiting for us to act! zy 

BioWatcH
Around $1 bn has been spent to date on 

BioWatch, with a further $3 bn scheduled to 
be spent on system updates. It is therefore 

not surprising that continuing false positive 
alerts have caused some on the House 

Homeland Security Committee to call for 
abandonment of this system. And, even if 
BioWatch worked flawlessly, it might now 

take as long as 36 hours for a true positive 
sample to initiate an alert.

Col (Ret) Zygmunt F. Dembek PhD MS MPH is an epidemiologist and biochemist involved in response to disease outbreaks from 
public health disease surveillance systems including those using clinician, laboratory, and syndromic disease surveillance.


